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NHOOPMALIIMN" (BMECTE C "METOAUMYECKUMHU PEKOMEHJALIUAMMU O
PASMEINIEHUHN HA UHOOPMAIIMOHHBIX CTEHJAAX, O®PUIIUAJIBHBIX
UHTEPHET-CAUTAX U JIPYTUX HH®OPMAIIMOHHLIX PECYPCAX

OBIIEOBPA3OBATEJBbHBIX OPTAHU3AILIMI U OPTAHOB,
OCYHECTBJIAIONIUX YITPABJIEHUE B COEPE OBPA3OBAHUAA,
NH®OPMAILIUA O BE3OITACHOM INOBEJAEHUUA U UCITIOJIb3OBAHUU CETHU

"UHTEPHET")

MHUHHUCTEPCTBO OBPA3OBAHUSI U HAYKHA POCCUMCKOM ®EJIEPAIINA
JEIAPTAMEHT 'OCYJAPCTBEHHOM NOJIUTUKH B COEPE
OBHIEI'O OBPA30OBAHUSA
MMMCbMO
ot 14 mas 2018 r. N 08-1184
O HAITPABJIEHUU UTH®OPMALIUN
JlemapraMeHT TOCYJapCTBEHHOM IOJUTHKU B cdepe odmero oOpa3oBaHuss MuHOOpHayKH
Poccun nanpasmsieT s cBenenus pazpadoranasie Bpemennoit komuccueir CoBera denepanun
[0 Pa3BUTUIO MH(OPMAIIMOHHOTO OOIECTBA METOAMYECKHE PEKOMEHIAIMH O Pa3MEUICHUU Ha
MH(OPMALIMOHHBIX CTEHJaX, O(UIHUATbHBIX HHTEPHET-caliTaXx M APYruX HHGPOPMAIMOHHBIX
pecypcax 001meo0pa3oBaTebHBIX OPraHU3aIMii U OPraHOB, OCYLIECTBISIONIMX YIPABICHHE B
chepe oOpaszoBanusi, WHPOpManuu O OE30MACHOM TIOBEACHHUM ¢ HCIOJIL30BAHUHM CETH

"NuTepuer".

Hupektop [enapramenTa
A.E.IIETPOB
[Tpunoxenue
METOANYECKHUE PEKOMEHJIALIUN
O PABMEIIEHUU HA UH®OPMAIIMOHHBIX CTEHAAX, O®PUILIUAJIBHBIX
UHTEPHET-CAUTAX U JIPYTUX HHO®OPMAIIMOHHBIX PECYPCAX
OBIIEOBPA3OBATEJBHBIX OPTAHU3AIIMI U OPTAHOB,
OCYUWECTBJIAIOLINX
YHPABJIEHUE B C®EPE OGPA30BAHUS, THOOPMALIUU O BE3OITACHOM
MNOBEJEHUU U UCITOJIb30BAHUU CETHU "UHTEPHET"
Okcnepramu W ujneHamu Bpemennoit komuccun CoBera @enepaniu MO0 Pa3BUTHIO
WH(OPMAIIMOHHOTO OOIIeCTBA B paMKaX BBITIOJHEHUS PEKOMEHIAINN MapiIaMEeHTCKHX
ciaymaHuid  "AKTyallbHBIE BOIPOCHI oOOecredeHusi O€30MacHOCTH | pPa3BUTHS JACTEH B
UHPOpPMALMOHHOM TIpocTpaHcTBe", KoTophie npouutt B Cosere Penepaunn 17 anpens 2017 r.,
ObUIM pa3paboTaHbl METOAMYECKHE PEKOMEHJAIMU O pa3MElIeHUH Ha HHPOPMAIMOHHBIX
CTeHIaX, O(UIMANBHBIX HWHTEPHET-CATaX W  JpYruxX HH(DOPMAIMOHHBIX  pecypcax
00111e00pa30BaTEIbHBIX OpTraHU3alliii W OpPraHOB, OCYIIECTBISIOMIUX YIIpaBieHHEe B cdepe
oOpa3oBaHusi, HHPoOpMAM O OE30MacCHOM TMOBEICHUU U HUCIHoNb30BaHWUU ceTH "MHTepHeT"
(manee - METOUYECKHUE PEKOMEH/IAIINN ).
Meronudyeckue pEKOMEHJAIMM  HAmpaBlIeHbl Ha KAUeCTBEHHOE TIOBBINICHHUE  YPOBHS
WH()OPMAITMOHHOW  JEATENHHOCTH  00IIe00pa3oBaTeNbHBIX  OpraHu3alliii W OpPraHoB,
OCYILECTBIISIIOLINX yIIpaBlieHUe B cpepe 0OpazoBaHMsl, B YaCTH HHPOPMHUPOBAHUS yUAIIUXCS, UX
poauTene (3aKOHHBIX MPEACTABUTENCH ) U MeIarornueCKuX pabOTHUKOB 00 OCHOBHBIX aCTIEKTax
UH(POPMALIMOHHOM 0€30MacHOCTH.
MeTtoauueckre peKOMEHAlMU TO3BOJAT 00I1e00pa30BaTEIbHBIM OpPraHU3allusIM U OpraHaM,
OCYILECTBIISIOLINM yIIpaBlieHUE B cepe 00pa3oBaHUs, aKTYaIM3UPOBATh YK€ HCIIOJIb3YeMbIE U
pa3MenieHHble HH()OPMAaLlMOHHBIE MaTEepUalIbl, TaK U MOATOTOBUTH UX B CIy4ae UX OTCYTCTBHUSA C
YUETOM JIYUIINX MPAKTUK U PEKOMEHIAITHA.
B pamkax MeTonnyecKuX peKOMEHAAlNNi paccMaTpUBAIOTCS CIIEAYIOIINE HHCTPYMEHTBI:



1. nHpOPMALIMOHHBIE CTEHIBI;
2. opunmanbHble HHTEPHET-PECYPCHI;
3. cpeacTBa MaccoBOi HH(pOpPMAIUH (IITKOJIbHEIE Ta3€Thl, IEAArOTUYCCKUE U3TAHMS U IPYTHE).
NudopmanmoHHbIe CTEH/IbI
Ha undopManoHHbIX CTeHIaX B 00II€00pa30BaTENbHBIX OPraHM3ALMUAX, PACIOJIOKEHHBIX B
doiie yupexxaeHuii 1 B KaOMHETax, OCHAILIEHHBIX MEPCOHANIBHBIMU YCTPOICTBAMH AJIs BHIXOJIA B
cerb "UHTepHer", pekoMeHAyeTcs pa3MEeCTUTh HWH(POPMALMOHHBIE MaMSITKH, COJAEpIKaIlue
OCHOBHBIE COBETHI 10 00eCTICUeHH IO HH(POPMAITMOHHOM 0€30IMaCHOCTH YYaIIUXCSl.
B npunoxenuun N 1 K METOAMYECKMM DPEKOMEHIAIMSAM NPEICTABICH 00pasell MaMsATKU IS
pa3MenieHus Ha MHQOPMALIMOHHBIX CTEHaX.
CpencrBa maccoBoii nHGpopManuu
B cpenctBax maccoBoi nH(oOpManuy, OpUEHTUPOBAHHBIX HA O0YUYaIOIIUXCS, PEKOMEHAYETCS B
Te4YeHUe y4eOHOro rojia peryisipHo myOIMKoBaTh HH(POPMAITMOHHBIE MAaTepHAIIbI, TOCBSIICHHbIE
OTJICIbHBIM acnekTaM MH(GOPMalMOHHONW 0€30MacHOCTH, a TaK)Ke pa3IMYHbIe MaMATKH OOIIEro
Xapakrepa.
B cpencrBax maccoBoil HHpOpMaIM, OPUEHTUPOBAHHBIX HA MEIarorH4ecKyto 00IEeCTBEHHOCTb,
PEKOMEHAYETCSI B TEUCHHE KaJICHAAPHOTO T0/a PEryJsIpHO ITyOJUMKOBaTh HH(OPMAIMOHHBIE
MaTepuaibl, IOCBAUICHHbIE OTAEIbHBIM acrekTaM HHPOPMAIMOHHON 0e30MacHOCTH  Kak
HECOBEPILICHHOJIETHUX, TaK M O00IIe00pa3oBaTeIbHBIX OpraHU3aluid, a TakXKe pazIUdHbIe
MaMATKH, 0030pbl HOPMATUBHO-TIPABOBOTO PETryJWPOBaHUs JNaHHOW cdepbl U WH(OpMAIU0 O
aKTyaJbHBIX MEPONIPUATHUAX U COOBITUSX B JAHHOU cdepe.
B xone mpomeaenuss ExmHoro ypoka mo Oe3zomacHocTH B ceTH "MHTepHeT" peKoMeHIyeTcs
00ecreynTh BBITYCK TEMaTHYECKOTO BBIMYCKAa CPEACTBA MAacCOBOM MHpopManuu Ju00 cepuu
nyOnuKaui, cpeid KOTOPBIX PaCCMOTPETh OPraHU30BaHHBIE MEPONPUATHUS AJIsl 00yUarOIINXCS,
UX poauTeNel (3aKOHHBIX MPEICTAaBUTENCH) 1 MeAarornuecKoi 00IIeCTBEHHOCTH.
Odunnansubie UHTEpHET-PECypebl
OO01e00pa3zoBaTeIbHBIM OpraHU3alMsIM PEKOMEHAYeTCss Ha CBOMX oduuuanbHbIX MHTEpHET-
pecypcax oOecneuuTh (YHKIIMOHUPOBAHUE CAMOCTOATEIBHOTO U  CHEHUATU3UPOBAHHOTO
pa3aena "WupopmarnonHast 6€30macHOCTB", B paMKax KOTOPOTO MPEIyCMOTPETh pa3MeIIeHue
cremyromei nHPOPMaIIiH:

dopmar
NpeACTaABJIEHUSA
N| Paznea/moapasaen MaTepPUaJIOB Conep:kaHue MaTepuaJioB
PazmMeraioTcs KOMMU JOKYMEHTOB, T.C.
CKaHUPOBAHHBIN BapUaHT JOKYMEHTAa,
COOTBETCTBYIOLIUI TpeOOBaHUAM K
UlokasibHbIE MapaMeTpaM CKaHUpoBaHuUs. Pazmemarorcs
HOPMAaTUBHBIC aKTHI B TOKYMEHTBI, perJIaMEHTHPYIOLIHE
chepe obecrieueHus OpraHU3aIIo U paboTy C MePCOHATBHBIMHU
H(pOpPMAIIMOHHOM Korun TaHHBIMU, TUTAHBI MEPOTIPUSATHI 110
0€301acCHOCTH [TOKYMEHTOB B obOecrieueHnI0 HHHOPMAITMOHHON
1.Jo6yuaronmxcs ¢dopmare *PDF  [6e30omacHOCTH 00yUaronuxcs 1 Jpyrue.
[1TyOnuKyrOTCs aKTyajbHbIE CBEICHHUS O
(enepanabHBIX U PErHOHATIBHBIX 3aKOHAX,
MIChbMaxX OpPraHOB BJIACTH U JpyTUe
HOPMAaTHUBHO-TIPABOBBIC JOKYMEHTHI,
peraaMeHTupymolre ooecrneyeHmue
MH(POPMALIMOHHOM 0€30MacHOCTH
HECOBEPIICHHOIETHUX. [lomyckaeTcss BMECTO
Konuu KOTIMIA pa3MenaTh TUIEePCChUIKN Ha
HopmaTtuBHOe ITOKyMEHTOB B COOTBETCTBYIOIIIME JOKYMEHTHI Ha cailTax
2 JperynupoBaHue ¢dopmare *PDF  |opranoB rocynapcTBeHHoM BiacTu.




TekcT Ha
CTpaHUIIE caiTa
[Konuun
ITOKYMEHTOB B
¢dopmare *PDF

[le rarornyeckum
3.[padoTHIKaM

Pa3memnaroTcss METOIMYECKHE PEKOMEH IAINN
U yKa3bIBaeTcsi HHPpOpMaLus o
MEPONIPHUSTHSIX, IIPOCKTaX U MPOrpaMMax,
HATIPABJICHHBIX HA MOBBIIICHUE
H(OPMAIMOHHON TPaMOTHOCTH
MeIarorndeckux paboTHUKOB.

TekcT Ha

4.[O6yuaronmmcst CTpaHHIIE caiiTa

Pa3memnaercst ”HGOPMAIIMOHHAS TTAMSITKA
(mpuiioskenue N 2) U yKa3bIBaeTCs
MH(pOpMAIHS 0 MEPOIIPUATHAX, TPOEKTaX
[porpaMMax, HalpaBJICHHBIX HA TIOBbILICHHE
MH()OPMAIIMOHHON TPAMOTHOCTH
00y4JarOIUXCsl.

PouTensm (3aKOHHBIM
[IpEeACTaBUTEISIM)
5.[o0yuarommxcs

TekcT Ha
CTpaHUIIE canTa

Pazmeriaercst nHGOpMaAIIMOHHAS MTaMsATKa
(mputoxenue N 3).

Pazmernaercst nHboOpMaIus o
[PEKOMEH/1yeMbIX K UCIIOIb30BAHUIO B
JleTckue Ge3omacHbIe Texct Ha yaeOHOM Tporiecce 0e30MacHbIX canTax,
6.|caiiThI CTpaHMIIe caiiTa [0aHHEpH 6€30NMaCHBIX AETCKUX CANTOB.
Opranam, OCYLIECTBISIONIMM YIpaBiieHHe B cdepe oOpa3oBaHHs, PEKOMEHIYETCS Ha CBOMX
opunmanbubix HHTEpHET-pecypcax obOecneunTh (YHKIMOHHUPOBAHUE CAMOCTOSITEIBHOTO H
crienuanu3upoBanHoro pasjaena "HMudopmanmonnas 0Oe3omacHOCTh', B paMKax KOTOPOTO
IPEIyCMOTPETh pa3MElICHUE CleaAyIomei HHPpOpMaIuu:

[Tpunoxxenue Ne 1
K ucbMy MuHuctepcTBa o0pa3oBanus 1 Hayku PD
ot 14 mas 2018 roma Ne08-1184
IMAMSATKA
JIJISI OBYUYAIOIIIUXCA O UH®OPMAIIMOHHOM BE3OINACHOCTH JIETEN
HEJIb351
1. BceMm moapsin cooO1maTh CBOO YacTHYIO HH(poOpMaIuio (HacTosmue ums, GaMuinio, TenedoH,
ajipec, HOMep IIKOJIbI, a TaKkke (hoTorpaduu CBOM, CBOCH CEMbHU U JIpy3eil);
2. OTKpBIBaTh BIOYKEHHBIE (haiiiIbl AJICKTPOHHOW MOYTHI, KOT/1a HE 3HACIIHh OTIIPABUTEIIS;
3. I'pyOuTh, mpuaNpaTHCs, OKa3bIBATh JABICHHUE - BECTH CE0s1 HEBSKIIMBO U arpeCCUBHO;
4. He pacnopspkaiics JeHbraMu TBOCH ceMbH 0€3 paspelieHus CTapIiux - BCETAa CIpaniuBai
ponuTeneu;
5. He Bcrpeuaiics ¢ HTEpHET-3HAKOMBIMUA B PEAIbHOM KU3HU - MOCOBETYICSA CO B3POCIHBIM,
KOTOpPOMY JI0BEpSIEILb.
OCTOPOXHO
1. He Bce mumyt npasay. Yutaems o cebe Henpasay B MHTepHeTe - coo0mu 00 3TOM CBOUM
POIUTENSIM UITU OTIEKYHaM;
2. [lpurnamarot nepenucrBaThCs, UTPaTh, 0OMEHUBATHCS - POBEPh, HET JIU TTOJIBOXA;
3. Hezakonnoe xonupoBanue ¢aiiiaoB B IHTepHETE - BOPOBCTBO;
4. Beerna paccka3biBail B3pOCibIM O Mpo0IeMax B CETH - OHHM BCETia IIOMOTYT;
5. Mcrionb3yit HaCTpoiiku O€301aCHOCTH M MPUBATHOCTH, YTOOBI HE TIOTEPSATH CBOM aKKayHTHI B
COIICETSIX U IPYTUX MopTajiax.
MOXHO
1. VBaxail Ipyrux nojb30BaTeIIei;
2. [Tonb3yenibest MTHTEpHET-UCTOUYHUKOM - J€Jail CChUIKY Ha HETo;
3. OTKpBbIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;
4. OOmarbcs 3a MOMOIIBIO B3POCIBIM - POJAUTENH, ONEKYHbl M aJMUHUCTPALIUS CATOB BCerjaa
MOMOTYT;
5. IIpoitan o6yuenue Ha caiite "CeTeBUUOK" ¥ MOTydH MacopT MUGPOBOTO rpak1anuHa!



[Tpunoxxenue Ne 2
K ucbMy MuHucTepcTBa o0Opa3oBanus 1 Hayku PD
or 14 masa 2018 roma Ne08-1184

NHO®OPMALIMOHHASA ITAMSTKA

JJIS1 OBYUHAIOUXCA JJISI PASMEIIEHUSA

HA OOUIINAJIBHBIX UHTEPHET-PECYPCAX
C KaXJpIM rOJIOM MOJIOACKH B HHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKUA OHU U3 CaMbIX
aKTUBHBIX Tosib3oBarene PyHera. Mexny TeM, MNOMHUMO OrPOMHOTO  KOJWYECTBa
BO3MOXHOCTEH, MHTEPHET HECEeT U MpoOJIeMbl. DTa MaMATKa JIOJDKHA MOMOYb TeOe Ge30macHo
HAXOJUTHCS B CETH.
KomMmnbroTepHbie BUPYCHI
KomneioTepHblii BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX MPOTpaMM, OTIMYUTEIHHON
0COOEHHOCTBIO KOTOPOIl SIBIISIETCSI CIIOCOOHOCTH K pPa3MHOXKEHHIO. B 1omonHeHHe K 3ToMy,
BUPYChl MOTYT TIOBPEIUTh WM TIOJHOCTHIO YHHMUYTOXKWTH Bce (allibl M JIaHHBIE,
MOJKOHTPOJIbHBIE T0JIH30BATEIN0, OT IMEHU KOTOPOTo ObLIa 3alylleHa 3apaKeHHas Iporpamma,
a TaKk)Xe MOBPEAUTh WIM AaKE YHUUTOXKHUTH ONEPAlMOHHYIO CHCTEMY CO BceMHU Qailnamu B
1esioM. B GonbIIMHCTBE CllyyaeB paclpoCTPaHAIOTCS BUPYCHI Yepe3 HHTEpPHET.
MeTo/b1 3a1IUThI OT BPEJOHOCHBIX MPOTPaMM:
1. Ucnionbs3yit cCOBpeMEHHbIE ONMEPALMOHHBIE CUCTEMbI, UMEIOLIUE CEPHE3HBINH YPOBEHb 3aIUTHI
OT BPEJOHOCHBIX IPOTPaMM;
2. TlocrosHHO ycTaHaBnuBail mauTd (UUQpPOBBIE 3alIaTKHA, KOTOPbIE aABTOMATHYECKU
YCTaHABIWBAIOTCS C IIE€JbI0 JOPAaOOTKM MPOTpaMMbl) H JAPYrde OOHOBJIICHHS CBOCH
OTepalvoHHOM cuctembl. CKauMBail UX TOJIBKO ¢ odunmansHoro caiita pazpadorurnka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOUYH €T0;
3. PaGoraii Ha cBOeM KOMITIbIOTEpE O] MpaBaMy TOJIb30BATENS, a HE aAMUHHUCTpATOpa. IDTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX NMPOTrpaMM MHCTAUIMPOBATHCS HA TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;
4. Hcnonb3yll aHTUBHPYCHBIE NPOTPpaMMHBIE MPOAYKTHI H3BECTHBIX MPOU3BOJUTENICH, C
aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;
5. Orpaanyb GU3NUECKHUI TOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIHII;
6. Vcnonp3yll BHEUIHHE HOCUTENW WHPOpMalWHU, Takue Kak ¢uiemka, AUCK wiu (aiin u3
MHTEPHETA, TOJIBKO U3 MMPOBEPEHHBIX UCTOYHHUKOB,;
7. He oTkpbIBaii KOMIBbIOTEpHBIE (haiNIbI, MONYYEHHBIC U3 HEHAJAEKHBIX MCTOUYHUKOB. Jlaxke Te
(aiier, KOTOPBIC TIPUCITAT TBOM 3HAKOMBIN. JIydIlie yTOUHH Y HETO, OTIPABIISIT JIM OH TEOE MX.
Cerun WI-FI
Wi-Fi - 970 He Bu mepeaaun JaHHBIX, HE TEXHOJOTHS, a BCEro JuIlb Oper 1, mapka. Eme B 1991
rofy HHJEpiaHJACKas KommaHus 3apeructpupoBana Openn "WECA", 4yro o6o3Hagano
cnoBocodetanue "Wireless Fidelity", koTopslii mepeBoauTcst Kak "0ecrpoBoIHasI TOYHOCTH .
Jlo Hamero BpeMeHHM Jouuia apyras abOpeBuarypa, KOTopast SBISETCS TaKOW e TEXHOJIOTHEH.
Oto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JAHO C HAMEKOM Ha CTaHIAPT BBICIIEH
3BykoBoii TexHuku Hi-Fi, uto B mepeBosie 03Ha4yaeT "BbICOKast TOYHOCTH'".
Jla, OecmiaTHBI MHTEPHET-JAOCTYN B Kade, OTeIsIX M a’poroprax SBISETCS OTIWYHON
BO3MOXKHOCTBIO BBIX0/1a B MHTepHET. Ho MHOTHE SKCIepThl CYUTAIOT, YTO 001Iea0CcTynHbIe Wi-
Fi cetu He sBNsAIOTCA G€30MaCHBIMU.
CoBertbl 10 Oe30MacHOCTH paboThI B 00mIe0CTYIHBIX ceTsix Wi-fi:
1. He mepenaBaii cBoro nuuHyr uHpOpManuio depe3 odmeaoctynabie Wi-Fi cern. Paboras B
HUX, KEJIaTEJIbHO HE BBOJUTH MapOJIX JOCTYIIA, JIOTUHBI U KAKHE-TO HOMEpa;
2. Ucnonws3yit 1 OOHOBISIE aHTHUBUPYCHBIE NpPOrpaMMbl W OpaHaMayep. TeM camMbIiM  Tbl
o0e3omacuib ceds 0T 3aKaYKU BUpyca Ha TBOE YCTPOUCTBO;



3. IIpu ucnons3zoBanun Wi-Fi otkmoun ¢ynkumio "OO6uwmii noctyn k ¢aitiam u nmpuntepam'.
Jannast ¢GyHKIUS 3aKpbiTa O YMOJYAHUIO, OJIHAKO HEKOTOPbIE MOJb30BaTEIN aKTUBUPYIOT €€
JUTSL yI00CTBA UCIIOJIB30BaHUsI B paboTe win yuebe;

4. He ucnons3yii nmyosmunbii WI-FI 11 mepenayum JTMUHBIX TaHHBIX, HaIPUMEP JJIS BBIXO/A B
COLIMAJIbHBIE CETH WJIU B 3JIEKTPOHHYIO IIOUTY;

5. Wcnonp3yit Tosbko 3ammuineHHoe coenunenne depe3 HTTPS, a we HTTP, 1.e. mpu Habope
BeO-anpeca BBoAM uMeHHO "https://";

6. B mo6unsHOM Tenedone otkmoun Gynkiuto "[logkmouenne k Wi-Fi aBromatudecku". He
JIOITyCKai aBTOMaTHUYECKOTO MOJKITIOYEHUs yCTpoiicTBa K cetaM Wi-Fi 6e3 TBoero coryacusi.
ConyanbHble ceTU

ConmanbHble CETH aKTHMBHO BXOIAT B HAIIy >KW3Hb, MHOTHE JIIOAU pabOTalOT M >KUBYT TaM
noctosiHHO, a B Facebook yke 3apernctpupoBaH MuiLIHap YelOBEK, YTO SBJSETCS OIHOU
CeIbMO BCEX JKUTENIeH IJIaHeThl. MHOTHE MONb30BATEIM HE IMOHHMMAIOT, YTO HMH(pOpMAIHs,
pa3MelnieHHasi UMU B COITMAIBHBIX CETSIX, MOXKET OBbITh HaliJleHa M UCIOJb30BaHa KEM YTrOJHO, B
TOM YHUCJIe HE 0053aTeBHO ¢ OJIaTUMH HAMEPEHHSIMH.

OcHOBHBIE COBETHI 110 OE€30MACHOCTH B COITMANIBHBIX CETSIX:

1. Orpanuub CIUCOK JApy3el. Y TeOs B APY3bsSX HE JOHKHO OBITh CIy4alHBIX M HE3HAKOMBIX
JIFOJICH;

2. 3ammmail CBOIO YacTHYIO >kKM3Hb. He ykaswiBail mapoisiu, TenedoHBI, aapeca, JaTy TBOETO
POXIEHUS U APYTylO JUYHYI0 HH(OpManuio. 3M0YMBIIIICHHUKA MOTYT HCIOJb30BaTh Jlaxke
UH(POPMALIKIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amumai CBOIO pemyTaIyio - JEepPKH €€ B YMCTOTE M 3aJlaBail cebe BOMPOC: XOTEN OBl ThI,
YTOOBI JPyrue MOJb30BaTeIN BUACTH, Y4TO Thl 3arpyxaemb? Ilogymail, mpexiae yem 4To-TO
OITyOJIMKOBATh, HAMKCATh U 3arPY3UTh;

4. Eciiu Tl TOBOpULIb C JIIOJABMH, KOTOPBIX HE 3HACIllb, HE MCIOJbB3YHl CBOE pealbHOE MM U
JIPYTYIO JTUUHYI0 HHPOPMAIUHU: UMSI, MECTO JKUTEIIBCTBA, MECTO yueObl U MpoUee;

5. U30Oeraii pasmemenust Qortorpaduii B MHTepHere, rae Thl M300pakeH HA MECTHOCTH, IO
KOTOPOM MO>KHO OIPEAETUTH TBOE MECTOIOJIOKEHHUE;

6. Ilpu peructparu B COLHMAIBHON CeTH HEOOXOAMMO HCIOJNb30BaTh CIIOXKHBIC IapOJIH,
cocTosmue u3 OykB v UG U ¢ KOJIUYECTBOM 3HAKOB HE MEHee §;

7. Jns conuanbHON CETH, TIOYTHI U IPYTUX CATOB HEOOXOAMMO MCIOIb30BATH Pa3HbIE MAPOIIH.
Torpa ecnu Te0s B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKU MOJIyYaT JOCTYIM TOJBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

DJIEKTPOHHBIE AEHbIU

DJEeKTPOHHbIE JCHBIM - 3TO OYEeHb YJOOHBIH CIOCOO IIaTeXel, OJHAKO CYIIECTBYIOT
MOILIEHHUKHU, KOTOPBIE XOTAT MOJIYYUTh 3TH JACHBIH.

ONEKTPOHHBIE JEHBIM IMOSIBWIMCH COBCEM HEJAaBHO M HMMEHHO H3-3a 3TOIO0 BO MHOIHMX
rocyapcTBax 10 CUX IMOpP He MPOIMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (yHKIMOHHMPYIOT M O HHUX YK€ MPOIMCAHO B 3aKOHE, I/Ie UX pa3ZeisioT Ha
HECKOJIbKO BHJIOB - aHOHUMHBIE U HE aHOHHMMHbIE. Pa3HHIIa B TOM, YTO aHOHHUMHBIE - 3TO T€, B
KOTOPBIX paspelaercss MPOBOAUTH oOnepauuu 0e3 WACHTU(HUKAIMKU I0Jb30BaTeNsi, a B
HEaHOHHUMHBIX UACHTU(UKAIIUS TOIH30BATENs ABISETCS 0053aTeIbHOM.

Taroke cieayer pa3indarh MEKTPOHHBIC (PUATHBIE IEHBIH (PABHBI TOCYIaPCTBEHHBIM BaJIOTaM)
Y DJICKTPOHHBIE He(hUaTHBIE ACHBIH (HE PaBHBI TOCYIapPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI IO O€30IaCHOM paboTe ¢ NEKTPOHHBIMH JICHbIaMHU:

1. IlpuBsokum K cuery MOOWIBHBIN TeneoH. DTO camblii YHOOHBIH M OBICTPBIA CITOCOO
BOCCTAHOBUTH JOCTYN K cyery. llpuBsizanHbli TeneoH MOMOXKET, ecnu 3adynenib CBOU
MJIATEKHBIN MapOJIb WK 3aiIelIb Ha CAUT C HE3HAKOMOT'0 YCTPOMCTBA;

2. Ucnonp3yit onHopa3oBsle naponu. Ilocie nepexosa Ha YCUJICHHYIO aBTOpH3alMI0 Tebe yxe
He Oy/IeT yrpoXkaTh OMAaCHOCTh Kpa)XH UJTU MepexBarta MIaTeKHOTO MapoJis;

3. Bribepu cnoxsbiii nmaponbs. [IpectynmHukaMm OyneT He NMPOCTO yrajiaTh CIOXKHBIMA Mapoib.
Hanexxnbie maponu - 3T0 maposiv, KOTOpbIe cofepkKaT He MEeHee 8§ 3HAKOB U BKIIIOYAIOT B cels



CTPOYHBIC U TPONHUCHBIC OYKBBI, HU(PHI U HECKOJBKO CHMBOJIOB, TaKHE KaK 3HAK J0JuIapa,
¢dyHTa, BOCKJIMIIATEIbHBIN 3HAK U T.1. Hampuwmep, $tROng!;;

4. He BBOAM CBOM JINUHBIE JJaHHBIE HAa CaliTaX, KOTOPBIM HE JOBEPSEIIb.

DJIEKTpOHHAs MOYTa

ONEeKTpOHHAas MOoYTa - 3TO TEXHOJIOTHMSI U MNPEAOCTaBISIEMBIE €0 YCIYTM IO IEPECBUIKE U
MOJIYYEHHUIO JJIEKTPOHHBIX COOOIIEHHM, KOTOpBIE pacHpeiesioTcs B KOMIBIOTEPHOH CETH.
OO0bI9HO 3JEKTPOHHBIN MIOYTOBBIA  SILIUK BBITJISLAUT CJIEIYIOIIUM obpazom:
UMs_TIOJIb30BaTeNA(@HUMs_TOMEeHa. Takke KpomMe TmepeJayd MpOCTOro TEKCTa, HMEeeTcs
BO3MOXKHOCTb IepeiaBaTh (panibl.

OCHOBHBIE COBETHI 110 0€30TaCHOM pabOTe C ATECKTPOHHOU MTOYTOM:

1. Hamo BBIOpaTh NpaBUIIBHBIN IMOYTOBBIA CepBUC. B WHTEpHETE €CTh OrPOMHBIM BBHIOOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIy4Ie JOBEPSTh T€M, KOTO 3HAelllb U KTO MEPBBIN B
peuTHHre;

2. He yka3plBaii B JWYHOM mouTe JUYHYI0 HHMopmarmio. Hampumep, myuine BbeIOpaTh
"My3bIKaIbHbIN _(haHaT@" umu "pox2013" BMecTo "Temal3";

3. Ucnonb3yil ABYX3TalHyIO0 aBTOPHU3ALMIO. DTO KOrjJa MOMUMO Mapojis HY>KHO BBOJUTH KO,
npucbuIaeMblil mo SMS;

4. Beibepu C0KHBIN TIapodib. JJIs KaXI0TO MOYTOBOTO SIIIMKA JOJIKEH OBITh CBOW HAaJICKHBIMH,
YCTOWYHMBBIN K B3JIOMY 1apOJIb;

5. Ecnm ectb BO3MOXKHOCTh HamucaTh CamMOMYy CBOM JIMYHBIM BOMNPOC, HCHOJB3YH 3Ty
BO3MO>KHOCTB;

6. Mcnonb3yih HECKOJIBKO MOYTOBBIX SIIIMKOB. [IepBbIil 111 YaCTHOM MEPENUCKH C aapecaTaMu,
KOTOPBIM Tl IOBEPSACIIb. DTO 3JIEKTPOHHBIN alpec HE HAJ0 MCIIONIb30BaTh IPU PETUCTPALIUU Ha
dbopymax u caiftax;

7. He oTkpeiBail ¢ailniel U Apyrue BIOKEHUS B MHCbMax, AaKe €CIIM OHM HPUIUIM OT TBOMX
npy3eit. Jlydine yTouHu y HUX, OTIPABIISUIA JTU OHH Te0e ATH (haiibl;

8. Ilocne okoH4yaHus pabOTHl HAa MOYTOBOM CEPBHUCE Mepes 3aKphITHEM BKJIAIKHU C CalTOM He
3a0yap HaXaTh Ha "BeiidTu".

KuGepOynnuHr wim BUPTYyaIbHOE U3/1€BATEILCTBO

KubepOymnuHr - mpecienoBaHre COOOIICHHUSIMHU, COJEPKAIUMH OCKOpPOJICHUS, arpeccuro,
3alyruBaHue; XyJIUTaHCTBO; COLMATbHOE OOWKOTHPOBAHUE C MOMOINBIO Pa3IMYHBIX MHTEPHET-
CEPBUCOB.

OcHOBHBIE COBETHI IO 60pbOE ¢ KUOEPOYIITMHIOM:

1. He ©pocaiicst B 60oii. JIyummii crioco0: MocoBETOBAaThCA Kak ceOsi BECTH U, €CIM HET TOTO, K
KOMY MOXXHO OOpaTuThCsi, TO BHayaJlleé YCHOKOUTHhCcA. Ecaum Tl HayHelmb OTBEYaThb
OCKOPOJICHUSMH Ha OCKOPOJICHHUS, TO TOJBKO €111e OOJIBIIE pa30kKKeITh KOHDIUKT;,

2. Yrpasunsii cBoel Kubeppenyraimei;

3. AHOHUMHOCTH B ceTu MHMMasl. CyIIecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XyJaUTaHCKHUNA 00pa3 BUPTyaJTbHOW >KM3HU. MHTEpHET (UKCUPYET BCE TBOH
JIeMCTBUS M COXpaHAET UX. Y JalUTh UX OyAeT KpaiHe 3aTpyIHUTEIbHO;

5. ColOroiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHuuHbli HeraTHB. OJHOPA30BbIe OCKOPOWUTENbHBIE COOOLICHHS JydIle
UrHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcsi Ha Ha4allbHOM CTaIuM;

7. ban arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMH COOOIICHUSMU, B COLUATBHBIX CETIX
€CTh BO3MOKHOCTb OJIOKHUPOBKH OTIIPaBKU COOOIIEHUH C OMpeIeIeHHbIX apeCcOB;

8. Ecnu ThI cBuaeTens kuOepOymuHra. TBou NEHCTBUSA: BBICTYHIUTHh HMPOTUB MpECie0BaTEeNs,
MOKa3aTb €My, 4TO €ro JCHCTBUS OLIEHMBAIOTCS HEraTMBHO, MOJIEPKATh >KEPTBY, KOTOPOU
HYXXHa TICUXOJIOTHYECKasi MOMOIIlb, COOOIIUTh B3POCIBIM O (DaKTe€ arpecCUBHOTO MOBEICHUS B
CeTH.

MoOunpHbI TenedoH



CoBpeMeHHbIe cMapT(HOHBI U TUIAHIIETHI COAEP)KaT B cebe BIOJHE B3POCIbIN (DyHKIMOHA, U
Tenepb OHM MOTYT KOHKYPHPOBaThb CO CTAallMOHApHBIMM KoMIbloTepamu. OJHAKO, CpencTB
3aLIUTHI U1 TOJOOHBIX YCTPOMCTB MOKa O4eHb Mayio. TecTHpOBaHME U MOMCK YA3BUMOCTEH B
HUX TIPOMCXOJUT HE Tak MHTeHCUBHO, Kak aus IIK, To ke camoe kacaercs M MOOMJIBHBIX
IIPUIIOKEHUN.

CoBpeMeHHbIE MOOMIIBHBIE Opay3epbl YK€ MPAKTUYECKH JAOTHAIM HACTOJIbHBIE aHAJIOTH, OJJHAKO
pacuupenue GpyHKIIMOHAIA BI€YeT 32 COO0H OOJIBIIYIO CII0KHOCTh M MEHBIIIYIO 3aIUIICHHOCTb.
Jlaneko He BCE NPOM3BOJIUTENN BBIMYCKAlOT OOHOBJICHMS, 3aKpbIBAIOIIME KPUTHUYECKHUE
YSI3BUMOCTH 1711 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIsi 06€30MaCHOCTH MOOMIILHOTO TeliepoHa:

Huuero He sBnsercsa mno-HacTosimeMy OecIUlaTHBIM. bByap OCTOpoXkeH, Beab Korjga Ttede
IpeUIaratoT OECIUIaTHBIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHE-TO IUIATHBIE YCIIYTH;
Hymaii, npexxae ueM otnpaBuTb SMS, ¢orto umu Buaeo. Thl TOUHO 3HAEIb, IIe OHU OYIyT B
KOHEYHOM UTOre?

Heo6x0a1Mo 0OHOBIATE ONEPATMOHHYIO CUCTEMY TBOETO CMapT(HOHA;

Mcnonb3yit aHTUBUPYCHBIE TPOrPaMMBbI 17151 MOOUIIBHBIX TENIE(OHOB;

He 3arpyxaili npuioXeHHS OT HEU3BECTHOI'O MCTOYHMKA, BEIb OHHU MOTYT COJEPKaThb
BPEIOHOCHOE NTPOrpaMMHOE 00ecIIeYeHue;

[Tocne Toro kak Thl BBIAJCIIBL C CaiiTa, I71€ BBOAWI JUYHYIO HHPOPMALIMIO, 3211 B HACTPOUKH
Opaysepa u ynanu cookies;

[leproauuecku npoBepsii, Kakue MJIaTHbIE YCIYI'M aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JlaBaii cBoW HOMep MOOWJIBHOTO TenedoHa TONBKO JIIOASIM, KOTOPBIX ThI 3HACHIb M KOMY
JIOBEpsICLIb;

Bluetooth momkeH OBITH BBIKIIOYEH, KOTJa Thl UM HE mMoJb3yenibes. He 3a0piBail mHOTIA
IIPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPACOYHBIC, 3aXBATHIBAIOIINE Pa3BIICUYCHUs, 0OBEANHSIONINE
COTHH ThICSAY YEJOBEK 10 BceMy MHpY. VIrpokn uccnenyroT JaHHbIA UM MUD, OOLIAKOTCS APYT €
JPYTOM, BBINOJHSIOT 3aJaHuUsl, CPAXKAIOTCA ¢ MOHCTPAMHU U IOJIYYalOT OIBIT. 3@ yIOBOJIbCTBUE
OHH IUIATAT: MOKYMAIOT JIUCK, OIUIAYMBAOT A0OHEMEHT WM IPUOOPETAIOT KaKKE-TO OILIUU.

Bce st cpencta uayT Ha HOJIep)KaHUE M Pa3BUTHE MIPhI, a TaKKe Ha caMy 0e30MacHOCTb:
COBEPILEHCTBYIOTCSI CUCTEMBI aBTOPU3ALMH, BBIITYCKAIOTCSI HOBbIE MaT4yM (LU(POBBIE 3aMIaTKU
JUISl IPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTHU CEPBEPOB.

B momoOHBIX Urpax CTOMT omacaTbCs HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPa’KU TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3AIMU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30MACHOCTH TBOETO UI'POBOI'0 AKKAYHTA:

1. Ecnu npyroit urpok Beaer ceds MIoXo WM co3aaeT Tebe HeMpUATHOCTH, 3a0JIOKUPYH ero B
CIIUCKE UTPOKOB;

2. ITloxainyiics agAMHHHCTpaTOpaM HUIPhl Ha IUIOXOE€ IOBEIEHHE 3TOr0 UIPOKA, XKEJIATEIbHO
IIPWIOKUATH KaKME-TO TOKA3aTeNbCTBA B BUJIE CKPUHOB;

3. He yka3pIBaii THYHYI0 HHPOPMALIUIO B podaiiie urpsl;

4. YBaxail Apyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeoUIIHATbHBIE TTATYH U MOJIBL;

6. Vcnonb3yl C0KHBIE U pa3HbIE MAPOJIH;

7. Jlasxe BO BpEMs UI'Pbl HE CTOUT OTKJIIOYATh aHTUBHUpPYC. I[loKa Tl Urpaeib, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

@UIIKHT WK Kpa)ka JTUYHBIX JaHHbBIX

OObIUHON Kpa)kel JEHEer M JOKYMEHTOB CErO/iHs Y€ HHUKOIO HE yIUBHIIb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTUH  3JIOYMBIIIJIEHHUKN [E€PEMECTUINCh B HMHTEPHET, W IMPOJOJIKAIOT
3aHUMATHCS "'TIOOUMBIM" JEJIOM.

Tak nosiBUIach HOBast Yrpo3a: MHTEPHET-MOIIEHHUYECTBA UM (PUILIUHT, TIaBHAS LIEIb KOTOPOTO
COCTOUT B IOJYYEHUH KOH(QUACHIUAIBHBIX JaHHBIX [10JIb30BaTeNei - JOrMHOB U naposieil. Ha



aHrnuiickoMm si3pike phishing unraercst kak ¢gumunr (ot fishing - peiGHas nosmns, password -
MapoJib).

OcHOBHBIE COBETHI IO 60pHOE ¢ PYUITMHTOM:

1. Cnenm 3a cBOoMM akkayHTOM. Ecim ThI 1Moj03peBaciib, 4TO TBOSI aHKETa ObLla B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKMPOBATh €€ U COOOIIUTh aJMHHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
cKopee;

2. Ucnone3yit 6e30macHbie BeO-CATHI, B TOM YUCJIEe, UHTEPHET-Mara3unHoOB U TTIOMCKOBBIX CUCTEM;
3. Ucnonw3yit cioxHble W pa3Hble Tapoiau. Takum oOpa3om, eciau TeOs B3JIOMAIOT, TO
3II0YMBIIIJICHHUKHY TIOTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUITIO B CETH, a HE KO BCEM;

4. Ecnu 1e0s B37IOMAaid, TO HEOOXOJUMO MPEAYNpeNnuTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
no0aBJIeHBI Y TEOSI B IPY3bsIX, O TOM, UTO TeOs B3JIOMAIU U, BOZMOXKHO, OT TBOET'O UMEHHU Oy/eT
pacchLIaThCsl CliaM U CChUIKM Ha (PUILIMHTOBBIE CalThI,

5. Ycranosu HaznexHbli naposs (PIN) Ha MOOMIIBbHBIN TenedoH;

6. OTKIIIOYM COXpaHEHHE Maposis B Opaysepe;

7. He oTkpeiBail ¢ailnel U Apyrue BIOKEHUS B MHCbMax, AaKe €CIIM OHM HPUIUIA OT TBOMX
npy3ei. Jlydiie yTouyHu y HUX, OTIPABIISLIN JIM OHU TeOe 3T (aiiibl.

Hudposas penyrarms

[MudpoBas pemyranmsi - 5TO HETaTUBHAs WM TO3WTHBHAs HHGOpMAIUs B CeTH O Teoe.
Kommpomerupyromass nadopmanus, pazMenieHHas B UHTEPHETE, MOXKET CEepPhE3HBIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOU x)u3HH. "llmdpoBas penyramus" - 3TO TBOM UMHIK, KOTOPBIHA
dopmupyetcst u3 nuadopmalu o Tede B UHTEPHETE.

TBoe MecTo KUTEIhCTBA, y4ueObl, TBOE (DMHAHCOBOE TOJIOKEHHE, OCOOCHHOCTH XapakTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue mnoJpOCTKH JIETKOMBICIIEHHO OTHOCSTCS K MyOJUKAalWW JUYHON uHPOpManuu B
HuTepHere, HE MOHMMAs BO3MOKHBIX IMOCIEACTBUM. ThI Ja)Ke HE CMOXKEIIb JOTANAThCA O TOM,
yTto pororpadus, pazmerieHHas 5 JTeT Ha3al, CTala MPUINHON O0TKa3a MPUHATH T€Os Ha padoTy.
KomMmenTapuu, pasmenienue TBoux ¢ororpaduii u Apyrue IeHCTBUS MOTYT HE HCUE3HYTH JaKe
MocJie TOro, Kak Thl UX yJaluiib. Thl HE 3HA€IIb, KTO COXpaHWI 3Ty MH(OpMaIUIo, Tonana
OHAa B TIOMCKOBBIC CHCTEMbl M COXpaHWIACh JM OHA, a TJaBHOE: YTO MOAYMalT O Tebe
OKpY’KarollMe JII0JIM, KOTOpble HalayT M yBUAAT 3T0. HaliTh mHbopMaiuioo MHOTO JIeT CIycTs
CMOXeT JI000# - Kak U3 NOoOphIX MOOYXAEHUM, Tak U C HAMEPEHUEM MPUYUHUTH Bpea. ITO
MOET OBITh KTO YT'OJTHO.

OCHOBHBIE COBETHI IO 3aLTUTE UPPOBON permyTaIiu:

1. TTomymaii, mpekie 4eM 4To-TO IMyOJIMKOBATh M TIEpeaBaTh y ceOsi B 0J10Te WK B COIMATIBHON
CeTH;

2. B Hacrtpoiikax mpoduisi yCTaHOBH OTPaHWYEHHUsS Ha MPOCMOTP TBOEro mpodwisi U ero
COJIEP’KUMOT0, CAIENIall €ro TOJIbKO "uIst Ipy3ei';

3. He pa3memiaii m He yka3piBail MH(GOpMAIUIO, KOTOpask MOXET KOTO-JTHO0 OCKOPOJIATH WU
00MXKAaTh.

ABTOpPCKOE TTPaBO

CoBpeMeHHBIE NIKOJBHUKH - aKTUBHBIC TMOJb30BaTeNnu LudpoBoro mpoctpaHcTBa. OmHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BaHWE MHOTHMHU BO3MOXHOCTSAMHU LU(POBOro Mupa Tpedyer
COOJIIO/ICHHSI TTPaB Ha MHTEJUICKTYaIbHYIO0 COOCTBEHHOCTb.

Tepmun  "WHTEIEKTyallbHass COOCTBEHHOCTH" OTHOCHUTCS K  Pa3IMYHBIM  TBOPEHUSM
YeJI0BEYECKOr0 yMa, HAauMHAsl C HOBBIX M300pPETeHHI U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YCIOyTd, M 3aKaHyuBas KHUTaMu, QororpapusiMu, KHUHODUIBMAMH U
MY3BIKAJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEIIEKTYyalbHYI0 COOCTBEHHOCTh HA MPOU3BEICHUS HAYKH,
JUTEpaTyphl M HCKYCCTBA. ABTOPCKHE IpaBa BBICTYNMAIOT B KadecTBE TapaHTUU TOTO, YTO
MHTEJJICKTYaJIbHBIM/TBOPUECKUI TPYZ aBTOpa He OyAeT HalpacHbIM, JAaCT €My CIpaBeINBbIC
BO3MOXKHOCTH 3apa0oTaTh Ha pe3yybTaTrax CBOEro TPYy/Aa, MOJYyYUTh U3BECTHOCTh U MPU3HAHHUE.
HuxkTo 6e3 paspernieHus aBTopa He MOKET BOCIIPOM3BOAUTD €r0 MIPOU3BEIEHUE, PACIIPOCTPAHATD,



nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATH, HMMIIOPTHPOBATh, ITyCKaThb B IPOKAT, MyOIMYHO
UCIIOJIHSATH, IOKA3bIBATH/UCIIONHATD B 3 Upe Ui pazMewmars B IHTepHeTe.

Hcnonp3oBanue "MUpaTrckoro" MNpoOrpaMMHOrO OOECHEYeHUs] MOXKET MPHUBECTH K MHOTHM
pUCKaM: OT TOTEpPH JaHHBIX K TBOUM aKKayHTaM J0 OJOKHPOBKHM TBOEro YCTpPOMCTBa, I/e
yCTaHOBJICHA HeJeranbHas mporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JICTalbHbIC
u OecIIaTHbIE TPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraine

CeteBu4OK.p( - TBOM TJIABHBIA COBETYMK B CETH. 37€Ch Thl MOXKEIIb Y3HATh O O0€30MMaCHOCTH B
CETH IOHATHBIM M JIOCTYIIHBIM $I3BIKOM, a IpM BO3HUKHOBEHUM KPUTHYECKOW CHUTyalluu
0o0paTUThCS 32 COBETOM. A TakKe MPUHATH ydacTHe B KOHKypcax M CTaTh CaMbIM LU(POBBIM
rpakJJIaHUHOM!

ITpunoxxenne N 3
K miucbMy MUHHCTEpCTBa 00pa3oBanus u Hayku PD
ot 14 mas 2018 roma Ne(08-1184

MAMSATKA JJISI POAUTEJIEM Ob WTHO®OPMAIIMOHHOMN BE3OITACHOCTHN
JNETEN

Onpenenenne TepMuHa "nHPOpMaIMOHHAsE 0€30MIacHOCTh JeTeit” comepxutcs B DeaeparTbHOM
3akoHe N 436-®3 "O 3ammre nereil oT WH(GOPMAIMK, TPUYUHSIONICH Bped MX 30POBBIO H
Pa3BUTHIO", PETyIUPYIONIMM OTHOIICHMS, CBSI3aHHBIE C 3alUTON JeTeld oT uHdOpMaIuH,
OPUUYMHAIOLIENH Bpead HMX 340poBbl0 M (uiau) pa3BuTHio. COrjnacHO [aHHOMY 3aKOHY
"uHdopmanmonHass 0€30MacHOCTh JETEeH" - ATO COCTOSHHE 3alUIIEHHOCTH, TPH KOTOPOM
OTCYTCTBYET PHUCK, CBSI3aHHBIA C NMpPUYMHEHHEM HH(OpMarueil Bpeaa UX 370pOBbIO M (MIIH)
buznyecKomy, ICUXUYECKOMY, TyXOBHOMY, HDABCTBEHHOMY Pa3BUTHIO.
B cuny ®enepanbhnoro 3akoHa N 436-03 undopmaryei, NpuuuHAIONMIEH Bpea 3A0POBBIO U
(W) pa3BUTHIO ACTEH, SBIISICTCS:
1. mapopmanus, 3anpemeHHas i paCupoCTpaHEeHUs CPen JeTeH;
2. wuHpOpMaNHs, PacIpPOCTPAaHEHHE KOTOPOM OrPaHMYCHO Cpeau JeTeH OmpeneIeHHBIX
BO3PACTHBIX KaTErOpHUil.
3. K uadopmanmm, 3anpemmeHHon uisi paclipoCTPpaHESHUsI CPEIU ICTEH, OTHOCHUTCS:
4. uadopmanus, nodyxaaromas 1eTeil K COBEPIICHUIO IECHCTBHM, MPEACTABIAIONIUX YyIPo3y UX
JKWU3HH ¥ (UJTK) 3I0POBBIO, B T.4. IPUUYUHEHHIO BPEIa CBOEMY 3JI0POBBIO, CAMOYOUNCTBY;
5. CHOCOOHOCTH BBI3BATH y JeTe JKelaHWe YHOTPEOMTh HAPKOTHYECKHUE CPEACTBa,
NCUXOTPONHBIE M (WJIM) OAYpPMaHMBAIOIIME BEIIECTBA, Ta0auHble W3JENHs, AIKOTOJIBHYIO WU
CIUPTOCOJEPKALLYIO IPOAYKIINIO, TUBO U HAIIUTKH, U3TOTaBIMBAEMbIE HA €70 OCHOBE; IIPUHATH
ydyacTM€ B  a3apTHBIX UIpax, 3aHUMATbC MPOCTUTYLUEH, OpOMSHKHUYECTBOM — HIIU
MONPOIIAaHHUYECTBOM;
6. 000CHOBBIBAIOIIIAS WJIM OIPAaBIBIBAIOINIAS JTOTYCTUMOCTh HAaCUIIUS U (MJIH) )KECTOKOCTH JTHOO
noOyxaronasi OCYIIECTBISATh HACHIBCTBEHHbIE MJCWCTBUS 10 OTHOIICHUIO K JIOIAM H
KUBOTHBIM;
7. oTpuualoIias CeMeiHbIe IIEHHOCTH M (HOPMHUPYIOIIAsS HEYBaKEHHE K POIUTEISIM U (WJIH)
JIPYTUM YJIEHaM CEMbH;
8. olpaBABIBAIOLIAs IIPOTUBOIPABHOE ITOBECHMUE;
9. coneprkaliasi HELIEH3ypHYIO OpaHb;
10. conepxarast HHGOPMAIUIO TOPHOTPaPUUECKOT0 XapaKTepa.
K nndopmanuu, pacrnpocrpaneHre KOTOPO OrpaHUUEHO CPear JIeTell OnpeieIeHHOI0 BO3pacTa,
OTHOCUTCSL:
1. undopmauus, mnpexacraBisiemMas B BHJE HW300paKEHUS WJIM ONUCAHHUS >KECTOKOCTH,
¢u3uueckoro u (WIM) MCUXUYECKOTO HACHIINS, MPECTYIUICHHUS] MM MHOTO aHTHOOIIECTBEHHOTO
JICHCTBHS,



2. BBI3BIBAIONIAS y JETEH CTPax, Y)Kac WM MMaHUKY, B T.4. IPEJICTaBlIsIeMas B BUJE U300paKeHUs
WIM OMHMCAHUSl B YHU)KAIOIIEH YelIOBEYECKOE JTOCTOMHCTBO (hOpMe HEHACUIHCTBEHHONW CMEPTH,
3a0o0JeBaHus, CaMOyOHMIICTBAa, HECYaCTHOTO ciyd4as, aBapuM WIM KaTtacTpopsl U (MIHM) HUX
TTOCJICICTBHIA,

3. mpencraBnsieMas B BUAEC M300paXKECHUS WM ONHCAHUS IOJIOBBIX OTHOIICHUH MEXITY
MYXYUHOU U KEHIIMHOM;

4. conepxarast OpaHHBIE CJIOBA U BBIPAKEHUS, HE OTHOCAIIMECS K HELIEH3YpHOU OpaHH.

C yderom »Toro Bam mpemnararorcs mpaBuia paboThl B ceTH MHTEpHET UIsi pa3InyHBIX
BO3PACTHBIX KaTErOpHid, COONIO/IEHHE KOTOPBIX IO3BOJIUT OOECIEYUTh HH(POPMAIIMOHHYIO
0€30I1aCHOCTH BaIllUX JETEN.

OO6ume mpaBuia Ui poauTeIeH

1. He3aBucumMo oT Bo3pacTta peOeHKa MCHOJb3YHTE MpPOrpaMMHOE oOecriedeHue, oMOoraoliee
(GmIBTPOBaTh U KOHTPOIUPOBATH MH(POPMALIUIO, HO HE T0oJaraiTech MoJHOCTRIO HAa Hero. Bame
BHHUMaHUE K peOEHKY - TJIaBHBII METOJ 3aIlUTHI.

2. Ecim Bam pebGeHOK mMeeT akkayHT Ha OJHOM M3 couuanbHbIXx cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u 1.11.), BHUMATENHHO U3YUUTE, KAaKYI0 HH(OOPMAITUIO TTOMENIAIOT €r0
YYaCTHHUKH B CBOMX NMPodUiIsiX U Oorax, BkiIovas GoTorpapuu u BUAEO.

3. IlpoBepnTe, C KakKUMHU APYTMMH CalWTaMU CBsi3aH COIMAJIbHBIN cepBUC Bamero peOeHka.
Crpannuku Bamero peGeHka MoryT ObITh 0€30MacHBIMM, HO MOTYT M COJIEpXaTh CCBUIKH Ha
HEXeNaTeJIbHbIE W OIacHbIE CalThl (HAMpUMep, MOPHOCAWUT, WM CaWT, HA KOTOPOM JPYT
YIIOMHHAET HOMEP cOoToBOro Tenedona Bamero pedbenka mnu Bam qomamnuii agpec)

4. Tloompsiite Bammx nereli cooOmarh 000 BCEM CTPaHHOM WJIM OTTAJKHUBAIONIEM U HE
CJIIMIIKOM OCTPO pearupyiTe, KOrja OHU 3TO JENAloT (M3-3a OMAceHHs MOTEpSATh JOCTYI K
WuTepHeTy AeTH HE TOBOPAT POAUTENSM O mpolrieMax, a TakkKe MOTYT HayaTh HCIOJIb30BaTh
WHTepHeT BHE J0Ma U ILIKOJIBI).

5. BynwTe B Kypce ceTeBoii xxu3Hu Bamiero pebenka. UHTEepecyiiTech, KTO UX apy3bs B UHTepHET
TaK e, KaKk UHTEPECYeTeCh PEAbHBIMU JPY3bSIMH.

Bo3spact ot 7 10 8 ner

B Wutepuere peOeHOK cTapaercsi MOCETUTh T€ WM HMHbIE CalThl, a BO3MOXKHO M 4YaThl,
paspellieHre Ha MOCelIeHne KOTOPhIX OH He Moyydus Obl oT pomuteneil. [loatomy ponurensim
0COOEHHO TIONIE3HBI OyAYyT TE€ OTYEThl, KOTOPHIE TMPEIOCTABISIOTCS IpOrpaMMaMu IO
OTPAaHWYEHUIO HCHOJb30BaHUs MHTepHeTa, T.e. POIMTENbCKMI KOHTPOJIb WM TO, YTO BBI
CMOXETe YBUJIETh BO BpEMEHHBIX (ailnax. B pesynbrate, y peGeHka He OyAeT OUIyIIeHus, YTo 32
HUM BEAETCS MOCTOSHHBIA KOHTPOJIb, OJHAKO, POAUTENH OyayT MO-NpeKHEMY 3HaTh, Kakue
caifThl mocemnaer ux pedeHok. JleT B JaHHOM Bo3pacTe 00JIafaioT CHIIBHBIM YYBCTBOM CEMbH,
OHM JIOBEPUMBHI U HE COMHEBalOTCA B aBTOopuTeTax. OHU JIOOAT UrpaTh B CETEBBIE UIPHI U
IyTeNecTBOBATh 10 MHTEpHETY, NCIOIB3Ys AIEKTPOHHYIO MOYTY, 3aXOJUTh HAa CAalThl U 4aThl,
HE PEKOMEHOBaHHBIE POJUTEISIMH.

Cogersl 110 Oe3omacHoCTH B cetr UHTepHEeT 1yist feTeit 7 - § net

1. Co3paiiTe criMcok TOMaITHUX MPaBUII Tocemenust IHTepHeTa mpu ydacTuu JeTei u TpeOyiiTe
€r0 BBIIOJIHEHMS.

2. Tpebyiite oT Barmero peberka co0t01eHIs] BpeMEHHBIX HOPM HaX 0k JACHUS 32 KOMITBIOTEPOM.
[Tokaxxute pebenky, uto Bl HabmonaeTe 32 HUM HE MMOTOMY 4TO Bam 3T0 Xouercs, a moToMy
yT0o BbI OecrokonTech 0 ero 6€30MacHOCTH U BCETAa TOTOBBI EMY IIOMOYb.

3. KomnbroTep ¢ moakioueHueM K MHTepHeTy JOKeH HaxOOUThci B OOIEH KOMHATe MoJ
MPUCMOTPOM POJIUTEINECH.

4. Vcnonb3yiiTe crielUalibHbIE JETCKUE TOMCKOBBIE MAIIMHBI.

5. Hcnonw3yiiTe cpencTtBa OJIOKMPOBAHHUS HEXKEIATEILHOTO KOHTEHTAa Kak JIOMOJHEHHE K
CTaHJapTHOMY PoauTesnbckoMy KOHTPOJIIO.

6. Co3naiiTe ceMEHHBIN AIEKTPOHHBIN SIIHUK, YTOOBI HE TIO3BOJIUTH JETSIM UMETh COOCTBEHHBIC
azapeca.



7. BrnokupyiiTe moctynm K caiiTaM ¢ OECIUIATHBIMH TIOYTOBBIMHU SIIIUKAMU C TIOMOIIBIO
COOTBETCTBYIOIIETO MPOrPAMMHOT0 00ECTIeUEHUSI.

8. IIpuyuute nereil coBeroBaThcs ¢ Bamu mepen onmyOnmkoBaHHEM Kako-muOo MHPOpMAaLUU
CpEICTBAMU JIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALIMOHHBIX (OPM U MPOPHIIEH.

9. Hayuure neteii He 3arpyxatb (ailsibl, IporpaMMbl UM MYy3BIKY 0€3 BaIlIero COrJIacHsl.

10. He pa3permaiite neTsSM UCIOIB30BaTh CIY:KObI MTHOBEHHOTO OOMEHa COOOIIECHUSIMH.

11. B "Oenblif" cHUCOK CalWTOB, pa3pelICHHBIX Ui IOCEUICHHs, BHOCHUTE TOJBKO CaWThI C
XOPOILIEH permyTaiuen.

12. He 3a0bIBaiiTe OecenoBath ¢ AeTbMHU 00 UX Jpy3bsax B MHTepHeTe, Kak eciu Obl pedb 1uIa O
JPY3bsIX B peAIbHOM KU3HMU.

13. He nenaiite "Tay" U3 BOIPOCOB MOJIOBOI KU3HU, TaK Kak B VIHTEpHETE NETH MOTYT JIETKO
HAaTKHYTHCS Ha MMOPHOTpadUIO WA CalThI "1Is1 B3pOCIBIX .

14. Ipuyunte Bamero pebenka cooOmaTh BaM O JIIOOBIX YTpO3ax HJIM TPEBOTrax, CBSI3aHHBIX C
NuTtepruerom. OcTtaBaiiTech CIIOKOMHBIMA M HAIIOMHHUTE JCTSIM, YTO OHU B O€30MaCHOCTH, €CIU
CaMM pacCKas3ajiud BaM O CBOMX TpeBorax. [loxBamure WX W MOCOBETYWTE MOJOWTH €IIE pa3 B
MOJAOOHBIX CTydasx.

Bo3spacr nereit ot 9 go 12 ner

B nanHoM Bo3pacTe aeTd, Kak IMpaBWIIO, Y)KE€ HACHBIIIAHBI O TOM, Kakasg HWHpopMauus
cymectByeT B MHTepHere. COBEpLUIEHHO HOPMAbHO, YTO OHHM XOTST 3TO YBHJAETbH, IIPOYECTb,
ycabimathk. [Ipy 3TOM HY’)KHO HOMHHUTB, YTO JOCTYN K HEXKEJIaTE€JIbHBIM MaTepuagaM MOXHO
JIeTKO 3a0J0KUPOBATH MPH MOMOIIH CPEACTB POAUTEIBCKOTO KOHTPOJIS.

CoBeThbl 10 0€30I1acHOCTH I neTeit ot 9 o 12 ner

1. Co3paiiTe CIMCOK JIOMALIHKUX MpaBHJI MocenieHust IHTepHeT npu ydacTuu Aetell u Tpedyiite
€ro BBIITOJIHEHMUS.

2. TpeOyiite ot Bamero pebenka coOII0IeHIS HOPM HaXOKICHUS 32 KOMITBIOTEPOM.

3. HaOmomaiite 3a peOeHKOM mpH paboTe 3a KOMIBIOTEPOM, IOKWKHUTE €My, 4YTO Bbl
0€eCIIOKOUTECH 0 €ro OE30MAaCHOCTH U BCETa FOTOBBI 0KA3aTh €My IIOMOIIb.

4. KommproTep ¢ moAkIoueHHeM B VHTEpHET MOJDKEH HaxOJUThCs B OOIIEH KOMHATE IOJ
IIPUCMOTPOM POJUTEIEH.

5. Hcnonw3yiiTe cpencTtBa OJIOKMPOBAHHUS HEXKEIATEILHOTO KOHTEHTAa KaK JIOMOJHEHHE K
CTaHJapTHOMY POAMTENIbCKOMY KOHTPOJIIO.

6. He 3a0pIBaiiTe NMpUHUMATh HETOCPEJACTBEHHOE y4acTHE B XKU3HHM peOeHKa, OeceoBaTh C
IeThMH 00 uX Apy3bsix B IHTepHeTE.

7. HacrauBaiite, 4TOOBI J€TH HUKOTJA HE COTJAlllalMCh HA JMYHbBIE BCTPEUYH C APY3bSIMU IO
HurepHery.

8. Tlo3BomsiiTe METSIM 3aXOIUTh TOJIBKO Ha CalWThl M3 "Oemoro" cmucka, KOTOPBIA CO31aiTe
BMECTE C HUMH.

9. IlpuyunTte nerell HUKOTIAa HE BbIIABATh JUYHYIO WH(OPMAIIMIO CPEACTBAMH AJICKTPOHHOU
MOYTHI, YaTOB, CHCTEM MTHOBEHHOTO 0OMEHa COOOIICHUSIMU, PETUCTPALMOHHBIX (POPM, JTHUHBIX
npoduiIei U Mpu perucTpaluy Ha KOHKYpChl B IHTEpHEeTE.

10. [IpuyunTe neteil He 3arpyxarb nporpammbl 0e3 Bamiero paspemenus. O0bICHUTE UM, YTO
OHM MOIYT CIIy4allHO 3arpy3uTb BHUPYCbl WM JPYyro€ HEXENaTelIbHOEe MPOrpaMMHOE
o0ecrieueHue.

11. Co3naiite Bammemy peOeHKY OrpaHUYCHHYIO YUYETHYIO 3aMKCh I paOOTHI Ha KOMITBIOTEpE.
12. Ilpuyunte Bamero pebenka cooOmaTh BaM O JIFOOBIX YIpO3ax HJIM TPEBOTraX, CBS3aHHBIX C
WuTtepuerom. HamoMHuTe A€TSIM, 4TO OHU B O€30MACHOCTH, €CIIM CaMU paccKa3aid BaM O CBOMX
TPEBOTaX U OMACEHUsIX.

13. Pacckaxxute nersm o nmopHorpaduu B UHTEepHETE.

14. HacrauBaiiTe Ha TOM, 4TOOBI JETH MPEIOCTABIISLIN BaM JIOCTYII K CBOEH AJIEKTPOHHOHN MOYTe,
4TOOBI BBl YOSAMINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMHU.

15. OObsicHUTE OETsIM, YTO HENb3sl MCIOJIb30BaTh CETh I XYJIHTAaHCTBA, PACIPOCTPAHEHUS
CIUIETEH WJIH YTPO3.



Bospacr nereit ot 13 no 17 ner

B 53TOoM BO3pacte MNOAPOCTKM AKTHUBHO HCHOJIB3YIOT IOUCKOBBIE MAIIMHBI, IOJb3YKOTCS
AIIEKTPOHHOM IMOYTOHU, CIy’)kOaMH MTHOBEHHOTO OOMEHa COOOIICHUSMH, CKauMBaIOT MY3BIKY U
¢unbMbl. ManpynikaM B 3TOM Bo3pacTe OOJjbllle MO HpPaBy CMETaTh BCE OTPAaHUYEHUS, OHU
KKIYT TpyOOro oMopa, a3apTHBIX UIP, KAPTHHOK "mist B3pocibiX'. J[eBOUKM MPEANOUnTaIOT
o0miatbcsi B 4YaTax, MPU O3TOM OHU Topazo Oojiee YYBCTBUTEIbHbI K CEKCYalIbHBIM
JoMorarenabcTBam B MIHTepHETE.

3a4acTyro B JaHHOM BO3pacTe POJIUTEISAM YXKE BECbMa CIOXKHO KOHTPOJMPOBATh CBOUX JETEM,
Tak kKak 00 MHTepHeTe OHU YK€ 3HAIOT 3HAUMTENbHO OoJblIe cBouX poauteneil. Tem He meHee,
HEe oOTnyckaiWTe paereil B "cBoOomHoe taBanue" 1o MutepHery. CrapaiiTech akKTHBHO
y4acTBOBaTh B 001IeHNH pebeHka B VIHTepHeTe.

Baxno mno-mpexxHemy cTporo coOumonate mnpaBuiia MHTepHeT-0e30macHOCTH - coTJialleHue
MEXIy POAMTEISIMA U JeTbMU. Kpome Toro, HeoOXOaMMO Kak MOXKHO Hallle MpOCMaTpHUBaTh
OTYeThl 0 AesTenbHOCTH Aetel B MuTepHere. Crenyer oOpaTuTh BHUMaHUE Ha HEOOXOUMOCTD
COJIepKAaHUsI POIUTENBCKUX TNapoJieil (mapojeil aIMUHHCTPATOpPOB) B CTPOTOM CEKpeTe u
o0paTuTh BHUMAaHHUE HA CTPOTOCTh ITUX MapOJei.

Cogertsl 110 0e30macHOCTH B 3TOM Bo3pacte oT 13 1o 17 ner

1. Co3pmaitTe cnMCOK JOMAIIHUX MpaBwil NocenieHus MHTepHeTa mpu ydyacTHH MOIAPOCTKOB M
TpeOyiiTe 0e3yClIOBHOrO ero BhIMOMHEHHs. OOroBopure ¢ peOCHKOM CIHCOK 3alpelieHHbIX
caiitoB ("uepHbIii cmucok"), 4yackl paboTel B MHTEpHETE, PYKOBOJCTBO MO OOIICHHIO B
WHTepHere (B TOM 4McIE B YaTax).

2. KomnbroTep ¢ moAKIIOYeHHEM K ceTH VIHTEepHET TOKeH HaXOAUThCS B 001IIel KOMHATE.

3. He 3a0biBaiite GecenoBarh ¢ AeTbMU 00 UX JIpy3bix B VIHTepHETe, 0 TOM, YeM OHU 3aHSTHI
TakuM o0pa3zoM, OyATO peyb UAET O JAPY3bsX B pealbHOW )u3HH. CHpammBaiTe O JIOIAX, C
KOTOPBIMH JIETU OOIIAIOTCS TOCPEICTBOM CIYKO MTHOBEHHOTO OOMEHa COOOIIEHUSMU, YTOOBI
yOeIUTHCS, YTO ITH JIIOJIM UM 3HAKOMBI.

4. Hcnonb3yiiTe cpeicTBa OJOKMPOBAHUS HEXKEIATEIHHOIO KOHTEHTAa KakK JIOTOJHEHHE K
CTaHJApTHOMY POoaMTENbCKOMY KOHTPOJIIO.

5. HeoGxoaumMo 3HaTh, KAKUMH 4aTaMH ToJib3ytorcss Bamm neru. Iloompsiite ncnosiap3oBanue
MOJIEpUPYEMBIX YAaTOB U HaCTauBalTe, YTOOBI IETH HE OOLIAINCH B TPUBATHOM PEKUME.

6. HacrauBaiiTe Ha TOM, YTOOBI J€TM HUKOIJA HE BCTPEUAIMCh JIMYHO C JIPY3bSIMU U3 CETH
Nurtepner.

7. llpuyunte aeteit He BbIIaBaTh CBOIO JIMYHYIO HH(POPMALIUIO CPECTBAMU SJIEKTPOHHOM MOYTHI,
4aToOB, CHCTEM MIHOBEHHOTO oOOMEHa COOOIICHUSIMHM, PETUCTPALUOHHBIX (OpPM, JIHUYHBIX
npoduiieit 1 Mpu perucTpanuy Ha KOHKypchl B IHTEepHeTe.

8. Ilpuyunte nereit He 3arpyxaTh nmporpammbl 6e3 Bamero paspemenus. OObSICHUTE UM, YTO
OHM MOTYT CJIy4yailHO 3arpy3uTb BHPYChl WJIM JpYroe HEXKENAaTeIbHOE IPOrpaMMHOE
obecrnieveHue.

9. Ilpuyuurte Bamero peberka cooOuiath BaM O JIIOOBIX yrpo3ax HIJIM TPEBOTaX, CBS3aHHBIX C
WuTtepuerom. HamomuuTe neTsM, 4To oHM B O€30MIACHOCTH, €CJIM CaMU paccKa3aiy BaM, O CBOMX
yrpo3ax uian TpeBorax. [loxBanure X ¥ MOCOBETYITE MOJIOUTH ellle pa3 B MOJOOHBIX CIIydasix.
10. Pacckaxute nerssm o mopHorpaduu B MuTeprere. [lomoruTe MM 3ammTHTBCS OT crama.
HayunTte nonpocTtkoB He BblaBaTh B MHTEpHETE CBOEro peaqbHOr0 UIEKTPOHHOIO ajpeca, He
OTBeuaTh Ha HEXKeNaTeIbHble MUChMa U MCIIOIb30BaTh CIIEUATbHBIEC TOYTOBBIE (PHIIBTPHIL.

11. [IpuyunTe cedst SHAKOMUTBCS C CaiTaMH, KOTOPBIE TOCEUIAI0T MOIPOCTKH.

12. Hayuute nereli yBakaTh IPYrUX B WHTEpPHETE. YOEAUTECh, YTO OHH 3HAIOT O TOM, YTO
IIPaBHJIa XOPOLIETO MOBEACHUS IEHCTBYIOT BE3/E - AK€ B BUPTYaIbHOM MUDE.

13. OOBsicHUTE AETSIM, YTO HU B KOEM CiIydae HENb3s MCIOib30BaTh CeTh /I XYyJIWUTAHCTBA,
pacnpoCTpaHEHUs CIUIETEH WIN YTPO3 APYTUM JIHOISM.

14. OGcynure ¢ MOAPOCTKAMU TMPOOJEMBbI CETEBBIX a3apTHBIX UTP U HMX BO3MOXKHBIH PHCK.
Hanomuure, 4TO 1€TH HE MOT'YT UTPaTh B 3TU UIPBI COTJIACHO 3aKOHY.



[TocrostHHO KOHTpONUpY#TE ncnoiab3oBanue MuTepHera Bamum pedenkom! D10 He HapylieHUe
€ro JMYHOI'O MPOCTPAHCTBA, a Mepa MPEAOCTOPOKHOCTU M MposBiIeHUE Baiiei poauTenbcKoi
OTBETCTBEHHOCTHU U 3a00THI.
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